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Vision


The objective of records and information management (RIM) is to achieve efficient and effective records and information management to support program and service delivery; to foster informed decision making; to facilitate accountability, transparency, and collaboration; and to preserve and ensure access to information and records in accordance with the laws of Canada and Ontario and for the benefit of present and future generations.

What Is Records and Information Management (RIM)?
RIM involves identifying, planning, directing, controlling, and evaluating information assets to meet organizational goals and to deliver programs and services. Records are an important subset of information and they must be managed in a disciplined, consistent, and coordinated manner. 
RIM helps to establish disciplined, consistent practices related to the planning, creation, capture or collection, organization, use, accessibility, dissemination, storage, protection, and disposition of school board/authority-recorded information assets. Technology is key for effective information management. 
Why Is RIM Important?
Through establishment of an effective RIM program, school boards and authorities will improve programs and services for students, decision making, information sharing, and access to and use of information. Additionally, RIM will support the preservation of corporate memory and organizational history; accountability, public trust and confidence; the management of risks to information, operations and services; and the protection of information—thereby protecting staff and students. 
Goals of the RIM Framework
Implementing the RIM framework will help ensure that school boards and authorities reach the following goals: 
· Provide timely, relevant, and accurate RIM to support the provision of programs and services that best meet students’ needs.;
· Support informed decision-making and policy development, and effective, efficient, and trustworthy program and service delivery;
· Support transparency and accountability;
· Support access to and privacy of information in accordance with legislation and policies;
· Capture and manage records of business decisions and transactions and maintain corporate memory; and
· Support access to information for legal purposes.

The RIM Framework

	RIM Vision (Goals and Objectives)

	RIM Principles



	
	
	
	
	

	RIM Commitments

	The Legal Framework

	RIM Policies

	RIM Procedures, Guidelines, Standards and Practices


(Based on the Government of Alberta Information Management Framework)

Objectives of an Information Management Framework

1. To establish a consistent and coordinated approach to RIM by establishing policy, standards, practices, and tools that reflect organizational needs.

2. To adopt a RIM framework that supports organizational goals and objectives and supports student needs. 
3. To establish processes that ensure that information is accurate, reliable, trustworthy, and authentic; has a context and is able to serve as evidence; and supports accountability.
4. To build staff awareness and understanding of and commitment to managing information assets and protecting privacy and confidentiality at all levels of the organization.
5. To improve control and security through providing audit trails of document activities, ensuring their use as reliable information assets.
6. To establish an integrated, organization-wide solution for managing electronic information.

7. To develop a staff training strategy and build RIM skills. 
8. To develop and implement metadata standards to support the identification, location, and retrieval of information.
9. To develop a strategy for the long-term management (migration) and preservation of information assets.

10. To assess progress in improving the management of information in the organization.

RIM Principles and Commitments

Principle 1 – Accessibility

Information will be readily available and accessible for as long it is required. 
a. Information to support evidence of communications, actions, and decisions is routinely recorded and stored. 
b. Information is accessible to staff who require it in the performance of their duties and are authorized to access it.

c. Information is shared across the organization and with social agencies in accordance with operational needs and statutory provisions. 

d. Information is managed throughout its life cycle regardless of format.

e. Rules are established for the organization, storage, retrieval, and destruction of records.

f. Plans and practices to actively make records available to the public are in place, and records are available to the public by request, subject to the statutory requirements. 

Principle 2 – Accountability and Stewardship

Accountability for managing information in the custody and control of the organization is clearly defined, communicated and monitored. 
a. Accountability for creating a record of business decisions and transactions and for maintaining corporate memory is clearly established and monitored. 

b. Roles and responsibilities for staff are articulated and understood for all management of information activities.

c. Core competencies relating to managing information are identified, and training is provided.

d. Performance in managing information is managed and measured.

Principle 3 – Risk Management

Risks to information are managed and practices and processes are in place to protect information assets. 
a. Risks to RIM are identified and managed.

b. Practices are in place to protect confidential, sensitive, and personal RIM from unauthorized collection, use, disclosure, or destruction.

c. All records are managed to meet rules of evidence and legal discovery.

d. Contractual arrangements include provisions for the protection and appropriate use of RIM to mitigate risks.

e. RIM is managed to support business continuity and recovery in the event of disaster. 
f. RIM is managed to protect privacy and confidentiality.

Principle 4 – Usability and Quality Control

RIM meets the needs of staff and stakeholders. RIM is timely, accurate, reliable, and relevant, has integrity, and is easy to use.

a. Processes are in place to ensure that RIM is accurate, timely, reliable, and easy to use.

b. RIM use is planned and managed.
c. RIM is managed appropriately throughout its entire life cycle—creation, capture, and collection; organization; storage, access, and use; and disclosure and disposition (destruction or permanent retention).

d. Plans are in place to leverage the value of RIM by combining it with RIM from other internal or external sources, in accordance with statutory provisions, to improve programs and services.
Processes and technology supports are in place to ensure appropriate access to RIM and tracking of who has modified or accessed confidential records.
Principle 5 – Planning and Coordination 

Coordinated planning for RIM is linked to organizational goals, objectives, and financial planning.

a. RIM practices are included in all program planning.

b. RIM is coordinated across the organization—schools and departments.  
c. RIM is planned to support continuous service and disaster recovery. 

d. RIM is integrated into succession plans to ensure the capture and maintenance of corporate history. 
Principle 6 – Integration

The management of RIM is integrated with program planning and other business processes.

a. RIM practices are a component of program and project management.

b. RIM is integrated across the organization (schools and departments) to support organizational objectives. 
Legislation, Policies Standards and Practices

The context for information management for school boards/authorities is provided by legislation, Ministry Policy Program Memoranda, and school board/authority policies and procedures. School boards/authorities should be aware of the following statutes which provide guidance for the collection, use and maintenance of recorded information.  

· The Education Act of Ontario

The Education Act is the administrative statute under which all Ontario school boards/authorities must operate. The Act sets out provisions for the creation and maintenance the pupil record (s. 265 (1) and s.266) and for the establishment of a records management program (s.171(38)). 
· The Ontario Evidence Act

Sets out how RIM may be used as evidence in legal proceedings in a court of Ontario.

· The Canada Evidence Act

Sets out how RIM may be used as evidence in legal proceedings in a court in a matter under federal jurisdiction.

· The Municipal Freedom of Information and Protection of Privacy Act (MFIPPA)
MFIPPA addresses issues of disclosure of records under the care and custody of school boards/authorities, as well as the collection, use, and disclosure of records containing personal information. MFIPPA also regulates the collection, use, disclosure, and accuracy of personal information stored in records and creates a process for obtaining access to recorded information.
· The Personal Health Information Protection Act (PHIPA)
PHIPA addresses the collection, use, disclosure, retention, and destruction of personal health information.
· Other Statutory Provisions

The Table of Laws and Citations with Retention Requirements for School Boards/ included as part of the Guideline on the Model Classification Scheme and Retention Schedule provides a listing of other statutory provisions contained in the laws of Canada and Ontario that may affect the creation and retention of school board/authority RIM. 
· Ministry Policy and Program Memoranda

Ministry of Education PPM’s may include requirements for the collection, creation, use retention and destruction of RIM. 
Standards, Policies, Procedures and Practices

School boards will need to develop supporting policies, procedures, and guidelines for the completion of the RIM framework. Policies and procedures may include, but should not be limited to, the following: 
· Information/records keeping policies management

· Classification and retention guidelines

· Guidelines for managing personal information and confidential information

· Guidelines for access and control of information

· Securing mobile devices

· Password management procedures

· Information architecture

· Records management guidelines

References


Government of Canada Information Management Framework

Government of Ontario Information Management Framework

Government of Alberta Information Management Framework 

These documents provide practical suggestions with respect to records maintenance and privacy issues and make reference to portions of applicable legislation including the Municipal Freedom of Information and Protection of Privacy Act, R.S.O. 1990, c.M.56; Personal Health Information Protection Act, S.O. 2004, c.3, Sched. A; and the Education Act, R.S.O. 1990, c.E.2. 


   


They are intended for use by Ontario School Boards for non-profit educational purposes only and may be used in their entirety subject to the following conditions:  (1) modifications are to support Ontario school board privacy and information management practices; (2) duplication is for an educational or implementation purpose in a not-for-profit institution; (3) copies are made available without charge beyond the cost of reproduction; and (4) the PIM Taskforce is acknowledged.   





Information contained in these documents is for general reference purposes and should not be construed as legal advice.  Boards should consult with their own legal counsel for the purposes of interpretation, modification or implementation.  





The taskforce accepts no responsibility for the implementation, modification or proliferation of the documents.





Purpose 


Records and information are important strategic assets of an organization and, like other organizational assets (people, capital and technology), must be managed to maximize their value. Information includes records that are important for their content and as evidence of communication, decisions, actions, and history. Effective information management is critical to the operation of schools and school boards/authorities and is a part of every employee’s responsibilities. This document sets out an information management framework that is meant to provide a disciplined consistent approach for the management of information assets. 
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